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Abstract of the contribution: This paper proposes initial conclusions for KI#4 and KI#5.
1
Discussion

Solution #52 in TR 23.700-60 is a good summary of the available solution spectrum for Key Issue #4 and #5, even though it has not yet been updated to take into account additional solutions that were agreed in SA2#151E.
The present contribution proposes to focus on the following aspect from Solution #52 and try to make some initial conclusions:

2.
UPF identifies the above information (listed in bullet #1) based on the following mechanism(s):


Parameters for further study:


Option 1: by matching RTP/SRTP header and payload (RFC 3550/6184/draft-ietf-avtext-framemarking).


(solution 7, 12, 14, 15, 16, 17, 18, 23, 24).


Option 2: new RTP extension header (solution 8).


Option 3: by information provided by the AS in N6 encapsulation header e.g. GTP-U (solution 9, 22).


Option 4: by detection based on traffic characteristics (solution 12, 17, 18, 24).


Option 5: by non-standardized mechanisms UPF implementation (solution 20, 25).

While the current Sol #52 classification of solutions regarding how the UPF identifies the PDU Set information considers five options, for the discussion in this paper we think that the classification can be simplified into two broad categories:
-
Cat 1: Solutions relying on explicit PDU Set information provided by the AS in N6 encapsulation header e.g. GTP-U (solution 9, 22) or in new TCP/UDP options (solution 7).

-
Cat 2: Solutions relying on Deep Packet Inspection (DPI) in the UPF (all the other solutions), whereby DPI refers here to header inspection beyond the traditional IP 5-tuple and/or detection based on heuristics.
When the user traffic is encrypted e2e between the XRM client in the UE and the XRM Application Server, most of the solutions relying on DPI are unlikely to work. For instance, this is explicitly acknowledged in Sol #12 and Sol #24, as follows:
Clause 6.12.3.2.2
NOTE 1:
The mechanism described in this clause does not work with SRTP-based payload encryption.

Clause 6.12.3.2.4
NOTE 1:
The mechanism described in this clause does not work with SRTP-based payload encryption.

Clause 6.12.3.2.5
NOTE 1:
The mechanism described in this clause does not work with SRTP-based payload encryption.
Clause 6.24.3.2.1 (three times, Option 2, 5 and 6):
NOTE 1:
Option 2 depends on the readability of NALU header in RTP payload. If RTP payload is encrypted, e.g. SRTP is used, option 2 will not applicable.

NOTE 3:
Option#X depends on the readability of NALU header in RTP payload. If RTP payload is encrypted, e.g. SRTP is used, option#X will not be applicable.

NOTE:
Option#6 depends on the readability of NALU header in RTP payload. If RTP payload is encrypted, e.g. SRTP is used, option#6 will not be applicable.
In our view most of the XRM traffic will be encrypted e2e. Therefore, 3GPP should provide system support at least for the case where user traffic is encrypted.
Considering the two options for conveyance of the explicit PDU Set information from the XRM AS over N6:

-
The use of TCP/UDP options (Sol #7) relies on the definition of new 3GPP-specific options in the IETF. Given the difference in the standardization pace between 3GPP and the IETF, this option may not be workable in the short term (i.e. within Rel-18).

-
In contrast, the GTP-U option (Sol #9, Sol #22) is fully under 3GPP control and requires definition of new GTP-U header extensions for use over N6. It is noted that the great majority of solutions assume that the conveyance of PDU Set information from the UPF to NG-RAN will require new GTP-U extensions, which means that similar (and possibly identical) GTP-U extensions may be needed for both N6 and N3/N9.

Proposal: Based on the discussion above it is proposed to conclude that for support of encrypted XRM user traffic, 5GS shall support new GTP-U extensions for use in the encapsulation header of N6 tunnels between the PSA and the XRM AS.
The exact information contained in the GTP-U header is out of the scope of this contribution.
2
Proposal

It is proposed to agree the proposed text for inclusion in TR 23.700-60.

*** BEGIN CHANGES ***

8
Conclusions

8.x
Conclusions for Key Issue #4 (PDU Set integrated packet handling) and Key Issue #5 (Differentiated PDU Set Handling)
The following conclusions are agreed for normative work:

-
For support of XRM user traffic that is encrypted e2e between the XRM client in the UE and the XRM Application Server, 5GS shall support new GTP-U header extensions for use in the encapsulation header of N6 tunnels between the PSA and the XRM Application Server.
Editor’s note: The exact information contained in the GTP-U extension headers is FFS.
*** END CHANGES ***
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